





/ ,

How Did Cyber adapt? Not well...

at they were actually doing...
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Looking Forward

» Adding more online resources for students to access 24/7 to help
with remote and traditional learning

* Reducing the instructor to student ratios in lab courses to increase
retention and allow for more timely assistance (Need not
implemented)

» Because of the mistakes made during the extended virtual
learning, we have a better understanding of what needs to be
done to improve and offer more virtual learning opportunities for
motivated students






SMISHING

» SMS (text messages) are the fastest
growing areas of social engineering

Text Message
Today 8:02 PM

10of2

FRM:Navy Federal
Credit Union
SUBJ:Fr NFCU
MSG:Your debit card
has been reissued due
to a potential
compromise. Please
activate new card
(Con't) 2 of 2
immediately upon
receipt
@800-531-9561
(End)

0000 \erizon 7 8:49 PM @& 7% 31%E

< Messages  (785) 524-2399 Details

Text Message
Today 8:03 PM

Important Notice : Dear Verizon
Customer, Please Verify Your
Verizon Account at : http://
myverizon.mobile-node.net/

My\Verizon/
How do | do that?

Thanks for the message.
Configure your number's SMS
URL to change this
message.Reply HELP for
help.Reply STOP to
unsubscribe.Msg&Data rates

may apply.




Personal Mitigation
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Personal Mitigation Cont.



https://bit.ly/3vb11JK

Personal Mitigation Cont.

 Turn off WiFi and Bluetooth when not using on phones
» Use a VPN for all internet traffic (especially when traveling)

« Limit account and personal exposure by deleting cookies when
browser sessions close

« Use Private browsing when surfing the net

» Be skeptical of things and take time to see if there are any red
flags that pop up before you click or answer

« DON’T FALL FOR “MILITARY GRADE...” It is a dumb marketing thing!






